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Guide for System Center Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation
This guide was written based on version 7.3.81.0 of the Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation.
Guide History

	Release Date
	Changes

	October 12, 2016
	Original release of this guide


Supported Configurations

This monitoring pack for System Center 2016 Orchestrator – Service Management Automation requires System Center 2016 Operations Manager. A dedicated Operations Manager management group is not required.

The following table details the supported configurations for the Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation.
	Configuration
	Support

	Orchestrator
	System Center 2016 Orchestrator – Service Management Automation

	Clustered servers
	Not tested

	Agentless monitoring
	Not tested

	Virtual environment
	Yes


Prerequisites

The Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation has the following prerequisites:


The SQL Server Core Library management pack version 6.3.173.1 or later.

Mandatory Configuration

Configuring the Run As Configuration Profile is required for monitoring the System Center 2016 Orchestrator – Service Management Automation database.  
1. From the Operations Manager console, navigate to the Administration space and under the “Run As Configuration” section, select “Profiles”.

2. Select the Profile, “Service Management Automation Database Account” and select “Next”.

3. After reading the “General Properties” select “Next”.

4. On the “Add Run As accounts” page select “Add…” to associate a Run As account with the Service Management Automation Profile.  This account will need to DBO permissions on the Service Management Automation database, “SMA”.
5. Use the “Add Run As Account” drop-down to select an existing “Run As Account” or select “New…” to create one.

6. Once you have selected a valid “Run As Account” select either “All targeted objects” (default), or “A selected class, group or object:”, depending on your security requirements.  

7. Select “OK”, then “Save”.  Select “Close” to complete.

Files in this Monitoring Pack

The Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation includes the following files: 

· Microsoft.SystemCenter.ServiceManagementAutomation.2016.mp
· Microsoft.SystemCenter.ServiceManagementAutomation.Dashboards.mp
· Microsoft.SystemCenter.ServiceManagementAutomation.Library.mp
· License Terms (folder)
Monitoring Pack Purpose

The Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation implements discovery and health monitoring of SMA roles and components.

For details on the discoveries, rules, monitors, views, and reports contained in this monitoring pack, see Appendix: Monitoring Pack Contents.
Configuring the Monitoring Pack for System Center 2016 Orchestrator – Service Management Automation
This section provides guidance on configuring and tuning this monitoring pack. 


Best Practice: Create a Management Pack for Customizations
Best Practice: Create a Management Pack for Customizations

By default, Operations Manager saves all customizations such as overrides to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 

When you create a management pack for the purpose of storing customized settings for a sealed management pack, it is helpful to base the name of the new management pack on the name of the management pack that it is customizing, such as “SCO2016_SMA_Customizations”.

Creating a new management pack for storing customizations of each sealed management pack makes it easier to export the customizations from a test environment to a production environment. It also makes it easier to delete a management pack, because you must delete any dependencies before you can delete a management pack. If customizations for all management packs are saved in the Default Management Pack and you need to delete a single management pack, you must first delete the Default Management Pack, which also deletes customizations to other management packs.

Links

The following links connect you to information about common tasks that are associated with System Center management packs:

System Center 2016 - Operations Manager


Management Pack Life Cycle 


How to Import a Management Pack 


Tuning Monitoring by Using Targeting and Overrides

How to Create a Run As Account  


How to Export a Management Pack 


How to Remove a Management Pack 

For questions about Operations Manager and management packs, see the System Center Operations Manager community forum.

A useful resource is the System Center Operations Manager Unleashed blog, which contains “By Example” posts for specific management packs.
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.

Monitoring Pack Contents
Microsoft.ServiceManagementAutomation.Monitor.DatabaseConnection
Summary

Monitors database connectivity from the Runbook Worker and Web servers.  This is done by periodically making a test connection to the Service Management Automation database.
Causes

If this monitor is in error, then either the database is not available from the server or the security for the monitor is not configured correctly.  See the Configuration section for details on configuring the monitor.  

If the monitor is configured correctly and the monitor is in error then the database is offline or the database server is inaccessible to the Service Management Automation server.
Resolution

Check the status of the Service Management Automation database and the database server.  
Configuration

For this monitor to work correctly, it must have permission to read the Service Management Automation database.  Create a Run As Account that has read permissions to the database and add it to the Run As Profile called Microsoft Service Management Automation Database Account.
The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True

	Interval
	Number of seconds between times that the monitor is run.
	300


Microsoft.ServiceManagementAutomation.Monitor.WebServiceAvailability

Summary

Monitors availability of Service Management Automation Web Service.  This is done by periodically making a test connection to the web service to ensure that it is responding.
Causes

The monitor is unable to complete a web transaction against the SMA web service.  This check is performed every 300 seconds and can be overridden by setting the “URL” string parameter for the monitor.
Resolution

Perform the web transaction manually to ensure a valid URL has been specified and update the “URL” string parameter override if necessary.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True

	Interval
	Number of seconds between times that the monitor is run.
	300


Microsoft.ServiceManagementAutomation.Monitor.MessageQueueLength

Summary

Determines if the Job Queue length has exceeded the specified threshold.  This queue is stored in the Service Management Automation database, so the monitor must be configured to have access to the database.  See the Configuration section for information.
Causes

If the job queue length has reached critical limit then workers are not able to adequately handle the job load. Rate of job submission is higher than the rate of job processing.
Resolution

Increase the number of worker roles.
Configuration

For this monitor to work correctly, it must have permission to read the Service Management Automation database.  Create a Run As Account that has read permissions to the database and add it to the Run As Profile called Microsoft Service Management Automation Database Account.
The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	Enabled
	Specifies whether the monitor should run.
	True

	ErrorThreshold
	Number of messages in the queue that generates a critical health state.
	20

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True

	Interval
	Number of seconds between times that the monitor is run.
	300

	WarningThreshold
	Number of messages in the queue that generates a warning health state.
	10


Microsoft.ServiceManagementAutomation.Monitor.RunbookService

Summary

Checks if the Runbook Service is running on the Worker server.  This service is required for jobs to be run.
Causes

The monitor will be in error if the Runbook service is stopped.
Resolution

Start the Runbook service.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert only if service startup type is automatic
	Specifies whether the monitor should be active if the service startup is set to something other than automatic.
	False

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WorkerThrottlingMode
Summary

Checks if the worker is in throttling mode.
Causes

If the monitor is in an error state, then the Runbook Worker is overloaded and is not picking up new jobs.
Resolution

The Runbook Worker will exit Throttling Mode when it achieves stable state and is able to pick up new jobs.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerThrottlingMode

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WorkerInternalQueueLength

Summary

Monitors the internal queue length on the Service Management Automation Worker server.
Causes

The worker is idle when the internal queue length is zero.
Resolution

When a job is submitted.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerThrottlingMode

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WorkerDatabaseExceptionsPerSec
Summary

Monitors the number of database exceptions occurring per second.
Causes

If the monitor is in an error state, the database is currently overloaded.  This condition can be caused by a variety of reasons.  
Resolution

Some reasons could be temporary, and the database can return to normal state in time.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerDatabaseExceptionsPerSec

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WorkerMessageProcessedPerSec
Summary

Monitors the rate at which requests for running the jobs are being processed by the Runbook Worker.   The actual execution rate of the job may vary depending upon the nature of the job. If this counter is consecutively zero, then it indicates a possibility that the worker is down.
Causes

The worker may be overloaded and no longer picking up jobs.  This could also be caused by an empty message queue.
Resolution

Ensure the workers are not overloaded and there are jobs available to be picked up from the queue.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerMessageProcessedPerSec

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WorkerDatabaseRequestsPerSec
Summary

Monitors the number of requests to the Service Management Automation database being made per second.
Causes

Both web role as well as the worker role make requests to the database. A high database request rate indicates heavy traffic and could result in degraded performance.
Resolution

Reducing the workload or the number of workers may reduce the database hit rate and resolve the issue.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerDatabaseRequestsPerSec

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WorkerDatabaseResponseTime
Summary

Monitors the response time for requests being made to the Service Management Automation database.
Causes

If the database response time is low, the database may be overloaded or not configured properly.
Resolution

If the issue persists, reduce the number of workers to alleviate the database.  Check the SQL configuration to ensure the database and server(s) are configured properly.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerDatabaseResponseTime

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.WebServiceCallsPerSecond
Summary

Monitors the number of requests being made from clients to the Service Management Automation web service.
Causes

If this monitor is in an error state, it indicates that the web service is experiencing heavy traffic that could degrade performance.
Resolution

Check to ensure the web service is configured properly and installed using best practices.  
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Monitor.RunbookServiceProcessor
Summary

Monitors the processor utilization of the Service Management Automation Runbook service.
Causes

If this monitor is in an error state, it indicates that the Runbook service is consuming an excessive amount of processor which could result in degraded performance in the processing of jobs.
Resolution

Increase the capacity of the Worker server or add additional Worker servers to the environment.
Configuration

The following options can be configured on this monitor: 

	Option
	Definition
	Default

	Alert On State
	Health state for the monitor that generates an alert.
	The monitor is in a critical health state

	Alert Priority
	Priority of the alert generated for this monitor.
	Medium

	Alert Severity
	Priority of the alert generated for this monitor.
	Critical

	Auto-Resolve Alert
	Specifies whether the alert should automatically be resolved when the monitor returns to a healthy state. 
	True

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	RunbookServiceProcessor

	Enabled
	Specifies whether the monitor should run.
	True

	Generates Alert
	Specifies whether the monitor should generate an alert when changing to a warning or critical state.
	True


Microsoft.ServiceManagementAutomation.Rule.CollectMessageQueueLength

Summary

Collects the Job Queue length which indicates the number of jobs waiting to be processed by the Service Management Automation Worker server.  

This queue is stored in the Service Management Automation database, so the monitor must be configured to have access to the database.  See the Configuration section for information.
Configuration

For this monitor to work correctly, it must have permission to read the Service Management Automation database.  Create a Run As Account that has read permissions to the database and add it to the Run As Profile called Microsoft Service Management Automation Database Account.
The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	MessageQueueLength

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WebServiceCallsPerSecond

Summary

Collects the Web Service Calls Per Second performance counter.  This indicates the number of calls that clients are making to the Service Management Automation Web Service.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WorkerDatabaseRequestsPerSec

Summary

Collects the Web Service Calls Per Second performance counter.  This indicates the number of calls that clients are making to the Service Management Automation Web Service.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerDatabaseRequestsPerSec

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WorkerDatabaseResponseTime

Summary

Collects the Work Database Response Time performance counter.  This indicates the response time for calls made from the Worker Server to the Service Management Automation database.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerDatabaseResponseTime

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WorkerInternalQueueLength

Summary

Collects the Worker Internal Queue Length performance counter.  

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerInternalQueueLength

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WorkerMessageProcessedPerSec

Summary

Collects the Worker Message Processed Per Second performance counter.  

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerMessageProcessedPerSec

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WorkerThrottlingMode

Summary

Collects the Worker Throttling Mode performance counter.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WorkerThrottlingMode

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.RunbookServiceMemory

Summary

Collects the amount of memory being used by the Service Management Automation Runbook Service.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	RunbookServiceMemory

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.RunbookServiceProcessor

Summary

Collects the processor utilization of the Service Management Automation Runbook Service.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	RunbookServiceProcessor

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WorkerDatabaseExceptionsPerSec

Summary

Collects the Worker Database Exceptions Per Second performance counter.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WebServiceCalls

Summary

Collects the Web Service Calls performance counter.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WebServiceCallsDuration

Summary

Collects the Web Service Calls Duration performance counter.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WebServiceCallsFailedPerSecond

Summary

Collects the Web Service Calls Failed Per Second performance counter.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Microsoft.ServiceManagementAutomation.Rule.Collect.WebServicePercentageOfMaxConcurrentCalls

Summary

Collects the Web Service Percentage of Max Concurrent Calls performance counter.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	CounterName
	Name of the performance counter.  This value should not be overridden except by a language pack.
	WebServiceCallsPerSecond

	Enabled
	Specifies whether the monitor should run.
	True

	Frequency
	Number of seconds between times that the rule is run.
	600

	MaximumSampleSeparation
	The maximum number of samples within the Tolerance setting that are skipped before a new sample is collected.
	4

	ObjectName
	Name of the performance object.  This value should not be overridden except by a language pack.
	Orchestrator Worker Performance Counters

	Tolerance
	The amount that the value of the sample must differ from the previously collected value in order for the sample to be collected.
	5


Alert on invalid Runbook definition

Summary
Creates alert in response to event 50006.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was unable to start or complete a job either due to invalid configuration or manually stopped by a user.

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Alert on Job Status suspended

Summary
Creates alert in response to event 3185.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was unable to start or complete a job either due to invalid configuration or manually stopped by a user. 

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Alert on Job stopped

Summary
Creates alert in response to event 50021.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was unable to start or complete a job either due to invalid configuration or manually stopped by a user.

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Alert on Job Status suspended by exception

Summary
Creates alert in response to event 3186.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was stopped because of an exception.

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Alert on Job suspended

Summary
Creates alert in response to event 5022.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was unable to start or complete a job either due to invalid configuration or manually stopped by a user.

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Alert on Job Status failed

Summary
Creates alert in response to event 3182.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was unable to start or complete a job either due to invalid configuration or manually stopped by a user.

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Alert on Job Status stopped

Summary
Creates alert in response to event 3184.

Causes

A workflow defined in System Center 2016 Orchestrator - Service Management Automation was unable to start or complete a job either due to invalid configuration or manually stopped by a user.

Resolution

To troubleshoot the issue, navigate to the Windows Azure Pack portal and select the Automation resource. Select Runbooks and use the filter option to select the runbook specified in the Alert and view the Jobs status. Once selected, view the History of the Job Summary to determine the cause of the failure.

Configuration

The following options can be configured on this rule:

	Option
	Definition
	Default

	Enabled
	Specifies whether the rule should run.
	False

	Alert Priority
	Priority of the alert generated by this rule.

0 = Low

1 = Medium

2 = High
	Medium

	Alert Severity
	Severity of the alert generated by this rule.

0 = Information

1 = Warning

2 = Critical
	Critical


Object Discoveries

	Discovery Name
	Default Interval (s)
	Enabled By Default
	Target

	Discover Service Management Automation 2016 Seed
	14400
	True
	Windows Server

	Discover Service Management Automation 2016 Web Properties
	14400
	True
	Service Management Automation 2016 Web Server

	Discover Service Management Automation 2016 Web
	14400
	True
	Service Management Automation 2016 Seed

	Discover Service Management Automation 2016 Worker
	14400
	True
	Service Management Automation 2016 Seed
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